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DIEBOLD LAUNCHES SUITE OF COMPREHENSIVE IDENTITY AND
ACCESS MANAGEMENT SOLUTIONS

CredentialOne® brings holistic approach to creation and practical use of credentials

NORTH CANTON, Ohio — As identity theft and fraud become more pervasive in our society,
security strategies must evolve to a new level of sophistication. That’s why Diebold, Incorporated
(NYSE: DBD) is introducing CredentialOne®, a new, innovative suite of comprehensive identity and
access management solutions.

CredentialOne is a holistic approach to the creation and practical usage of credentials to ensure
the security of people, facilities and assets. The suite of solutions, which is the most robust in the
industry, enables the creation of a system and infrastructure to establish personal identity, manage
credential issuance and usage, and provide for authenticated access to facilities and information assets.

“At its most fundamental, Diebold believes security encompasses the ability to identify the
individuals who enter facilities, access physical property and leverage logical assets,” said Dennis M.
Moriarty, senior vice president, Diebold Security. “Modern tools must enable organizations to not only
verify who people are, but also to manage their access to property and corporate assets. Simply
requiring the presentation of an identification card at a facility’s entrance is no longer enough. That’s
why we believe CredentialOne is so critical to every market we serve. And we believe our expertise,
integration capabilities and service culture make us uniquely qualified to deliver these sophisticated
solutions to our customers.”
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Based on a single enroliment process that enables the provisioning and de-provisioning of
systems and applications, CredentialOne captures data from either an existing smart card or
authoritative database, or by following a defined process that includes enrollment, vetting,
personalization and issuance. The suite is scalable via technology based on open standards and an
identity integration framework that establishes an integrated, interoperable, secure credential and
access management environment.

Because CredentialOne includes a provisioning capability, it helps ensure each participant
maintains only one identity. This results in uniform implementation of the identity, simultaneous
distribution of on-boarding instructions and off-boarding and more efficient communications among
various systems and departments across organizations or departments. It also eliminates the
disparate documentation and procedures that often lead to gaps in an organization’s protection
measures and, ultimately, breaches in security. Diebold’s identity and access management experts
can help customers navigate the complexities of selecting and implementing such a solution.

“The implementation of an identity and access management strategy requires a deep
understanding of the discipline, as well as an unprecedented level of cooperation among
organizations’ human resources, information technology and security departments,” said Tony
Damalas, vice president, technology, Diebold Security. “Diebold has the expertise to facilitate this
process for its customers, from the coordination of internal work teams to the development of the
strategy to the coordination of disparate legacy systems, and from the implementation of new,
network-driven tools to the enrollment of participants.”

Once a universal credential has been issued, CredentialOne enables customers to leverage
the investment to enable usage. The single, unique credential can be used for physical access control
(PACS), logical access control (LACS) and single sign-on (SSO).

PACS grants participants access to physical assets, including facilities, rooms within facilities,
documents, supplies and more. It can include a variety of applications, including visitor management
and access tracking. Credentials can also be used for LACS, governing access to an organization’s
wealth of data and information assets. LACS can include computer or network logon, access to digital
assets and more. And the credential can even be used to enable SSO, allowing users to complete a
single login to gain access to multiple resources, applications and software systems. SSO can help
minimize password vulnerabilities and can result in efficiencies throughout an organization’s data

warehouse.
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CredentialOne was developed to meet even the most stringent identity and access
management requirements, such as those of the government market. Government agencies are
currently working to ensure compliance with the 12" Homeland Security Presidential Directive (HSPD-
12), which calls for a common identification standard for federal employees and contractors. The
Diebold solution meets the Federal Information Processing Standards (FIPS 201) that outline a
specific approach for compliance with HSPD-12, requiring the issuance of a common identification
credential that is interoperable and can also be used for applications such as PACS and LACS.

Diebold is approved and listed as a qualified HSPD-12 security integrator by the U.S. General
Services Administration (GSA) and is one of a limited number of security integrators to be certified to
provide partial or complete turnkey, end-to-end solutions that enable compliance with HSPD-12 and
FIPS 201. Diebold also participates and is actively involved with independent and industry
organizations that have helped shape FIPS 201, such as the Smart Card Alliance Physical Access
and ldentity Councils and the Security Industry Association.

“Because Diebold has a history in physical security, a modern approach that also includes
logical security expertise and a role in industry associations driving identity management standards,
we can deliver solutions such as CredentialOne,” Moriarty said. “This suite of solutions can help our
customers build an infrastructure that includes forward-thinking processes and components not only
for establishing personal identity and managing credential issuance, but also for leveraging the
investment in the credential to deliver usage through automated provisioning and access
management. And it’s all supported by Diebold’s unparalleled service organization, which helps
ensure the sustainability of our customers’ investments now and in the future. ”

CredentialOne converges products, systems and services to deliver a customized solution to meet
the unique needs of an organization. It includes:
e Products: Hardware and Software
- Enrollment scanners — document and biometric
- Smart cards and smart card readers
- Biometric template generators and matchers
- Data capture devices and middleware
- Software and applications modules
- Printers and credential creation equipment
- ldentity integration services engine

- ldentity management workflow engine

-more-
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¢ Products: Hardware and Software (cont’d)
- Provisioning software applications
e Systems
- PACS
- LACS
- SSO solutions
- Systems and applications provisioning solutions
- Mobile systems solutions
- Pre-enroliment, enroliment and registration systems
- ldentity management systems
- Card and application management systems
e Services
- Security evaluations, surveys and assessment services
- Engineering and professional services
- Security systems assessment — physical and IT
- Systems certification support services
- Systems migration or upgrade strategies
- Compliance conformance services
For more information about CredentialOne, contact Diebold Security at 800-568-7233 or visit

www.credentialone.com.

About Diebold Security

Diebold Security is a leading security integrator with representation in every region of the world. Focusing
on the sale, installation and service of security components, Diebold Security provides comprehensive
protection and detection solutions to the commercial, financial, government and retail markets. For more

information, visit www.dieboldsecurity.com.

About Diebold
Diebold, Incorporated is a global leader in providing integrated self-service delivery and security
systems and services. Diebold employs more than 17,000 associates with representation in nearly 90
countries worldwide and is headquartered in Canton, Ohio, USA. Diebold is publicly traded on the
New York Stock Exchange under the symbol “DBD.” For more information, visit the company’s Web
site at www.diebold.com.
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